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The use of cyberspace for unfriendly 
purposes by often unidentifiable 
actors against military, industrial 

and governmental digital infrastructure 
has grown exponentially in recent 
years. Events such as the infection of 
Iranian nuclear facilities by the Stuxnet 
worm, the recent disclosure of the 
theft of information from over seventy 
US and international organisations and 
corporations during a five-year period 
by an unnamed state actor,1 and the 
disruption of Georgian governmental 
services and communications during its 
war with Russia are among the more 
prominent examples of cyberspace 
actors’ malicious behaviour. The US 
Department of Defense (DoD) has 
stated that its computer systems are 
scanned by potentially hostile actors 
over a million times a day and actually 
probed over a thousand times daily.2 In 
discussing attacks on NATO computer 
systems, NATO Secretary General Anders 
Fogh Rasmussen has stated: ‘It’s no 
exaggeration to say that cyber-attacks 
have become a new form of permanent, 
low-level warfare’.3 

The secretary general’s assessment 
does not capture the full extent of 
the threat posed by malicious actions 
in cyberspace, however. This level of 
ill-intended activity, coupled with the 
great dependence of modern post-

industrial states upon reliable, capable 
and accessible digital infrastructure, 
creates pronounced risks to the 
functioning of governments, economies 
and militaries. Exploitation of national 
and international network vulnerabilities 
by malicious actors has the potential for 
catastrophic effects that would ordinarily 
result only from the use of armed force 
on a significant scale.4 Not surprisingly, 
technologically advanced militaries 
and civilian governmental agencies are 
continuing to develop capabilities to 
operate offensively in cyberspace.5 The 
United States’ assessment is that more 
than thirty ‘countries are creating cyber 
units for their militaries’.6 Also, not 
surprising given the rapidity of cyber-
technology advances, the development of 
the legal and policy constructs consistent 
with international humanitarian law 
(IHL), which would guide the proper use 
of these capabilities, appears to have 
lagged behind.7 The lack of doctrine 
in these respects is of grave concern 
internationally, and many nations, 
non-governmental organisations and 
academics have begun the difficult 
work of identifying practical, sustainable 
solutions to these gaps.8 

In 2011, the US released four 
documents that deal with the use 
of force in cyberspace: the Obama 
administration’s International Strategy 

for Cyberspace (hence International 
Strategy), published on 16 May; 
the DoD’s Strategy for Operating in 
Cyberspace (DoD Strategy), published on 
14 July; a report by the US Government 
Accountability Office (GAO), Defense 
Department Cyber Efforts (Cyber Efforts 
report), released 26 July; and finally, the 
DoD Cyber Policy Report, made public on 
14 November. To help identify the degree 
to which these documents provide insight 
into the US approach to applying IHL in 
cyberspace, this article will first address 
the more significant legal and policy 
issues regarding the use of force in this 
domain. Secondly, it will briefly review 
each of these documents in turn, to 
identify the issues they raise regarding 
the application of IHL. Lastly, this article 
will describe different ongoing US cyber-
efforts and programmes, the conduct 
of which might help achieve a better 
understanding of how IHL actually applies 
to the use of force in cyberspace. 

Cyberspace Legal and Policy 
Issues

Are all military actions in 
cyberspace uses of armed force?
Pursuant to the processes established 
to complete the work of defining the 
jurisdiction of the International Criminal 
Court, the Rome Statute was recently 

War by Analogy
US Cyberspace Strategy and 
International Humanitarian Law
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The recent exponential growth in cyber-attacks against the digital infrastructure of 
governments, economies and militaries has potentially catastrophic effects. To date, 
however, governments are still trying to formulate strategic responses to this new 
threat. The development of a legal and policy framework consistent with international 
humanitarian law is essential to the successful creation and implementation of a strategy 
for operating in cyberspace.
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amended to include a definition of the 
criminal act of aggression. Aggression is 
defined as ‘the use of armed force by a 
State against the sovereignty, territorial 
integrity or political independence 
of another State, or in any manner 
inconsistent with the Charter of the 
United Nations’. Examples of aggression 
include the use of armed forces to 
invade another country, bombard it or 
blockade it.9 In contrast, very unfriendly 
and injurious acts of states against each 
other, such as diplomatic coercion and 
trade embargoes, have not historically 
been seen as uses of armed force and 
therefore are not defined as acts of 
aggression.10 Mere espionage has not 
been seen as a war-like act traditionally, 
despite its hostile nature.11 Even uses of 
armed force below a certain threshold 
do not appear to be regarded by states 
as constituting armed conflict.12 For 
example, the recent accidental ‘invasion’ 
of the US by Mexican Army forces does 
not appear to have been considered an 
act of war by either country.13 

What is the appropriate standard 
for responding in self-defence?
There is significant international 
disagreement as to the scope of the 

right of self-defence under Article 51 of 
the UN Charter. Two particular points 
of disagreement are how imminent an 
armed attack must be before a state 
may respond in self-defence,14 and 
whether a state might respond in self-
defence against the war-like acts of a 
non-state actor.15 The degree of probing 
of DoD systems by unfriendly actors as 
described previously might, from the 
perspective of a cyber-defence operator, 
look like continual attack, carrying with 
it the possibility of serious attack. At 
the moment of identification, it might 
be impossible to determine either an 
unauthorised intruder’s identity or intent. 
Because of the speed at which it could 
move from exploitation to destruction, 
however, any intrusion could pose a 
very serious threat. The issue is further 
complicated by the very significant 
degree to which military cyber-systems 
rely upon civilian digital infrastructure 
to operate, and unresolved questions 
remain as to who is responsible for 
responding to cyber-incidents, within 
which legal and policy framework and 
with which tools.16 For example, the 
US Department of Homeland Security 
(DHS), which is responsible in large 
part for US civilian security issues and 

has its own National Cybersecurity and 
Communications Integration Center, has 
signed a memorandum of agreement 
with the DoD to co-ordinate cyber-
activities and the use of personnel 
between the agencies. Despite the 
very practical reality of military and 
civilian cyber-interdependence, however, 
the agreement notes that ‘existing 
DoD and DHS authorities, command 
relationships, ... privacy, civil liberties, 
and other oversight relationships’ remain 
unaltered.17

Would a state’s failure to prevent 
the misuse of digital 
infrastructure assets on its 
territory infringe its neutrality? 
Under international law, neutral states 
have an obligation to safeguard their 
neutrality and prevent their territory 
from becoming a launch pad for attacks 
by one state against another. If neutral 
states fail to prevent serious misuse of 
their territory or are unwilling to prevent 
it, then the party attacked from the 
neutral state’s territory could consider 
the neutral state a co-belligerent and 
engage the enemy forces.18 Given that 
sophisticated cyber-actors are capable 
of effectively hiding their true identities 

US Air Force cyber-security personnel at Barksdale Air Force Base, Louisiana. Photo courtesy of Department of Defense/Cecilio Ricardo.
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in the anonymity of cyberspace, or 
‘spoofing’ so that they appear to be 
entities of benign intent, the actual 
launch site of an attack against a network 
might in fact be completely unrelated 
to the attacker, and the government of 
the state in which the server sits in the 
physical world might be completely 
unaware of the attack.

If the effects of cyber-actions 
ripple into the physical world, 
how accurately can incidental 
damage be estimated?
Under IHL, attacks may be conducted so 
long as the ‘concrete and direct military 
advantage’ anticipated is not excessive in 
relation to the ‘incidental loss of civilian 
life, injury to civilians, damage to civilian 
objects, or a combination thereof’.19 As a 
matter of policy, rules of engagement will 
often restrict a commander’s discretion in 
how this balance is calculated, as shown 
by the ‘Tactical Guidance’ issued by the 
ISAF commander to subordinate forces 
in Afghanistan.20 Importantly, however, 
the application of proportionality under 
IHL is not the same as the proportionality 
analysis that a law enforcement agent 
would conduct under domestic laws of 
self-defence. Irrespective of which legal 
and policy standards apply, there are 
complex technical issues that bear on 
the propriety of engaging in an attack 
under IHL as well. Even in the physical 
world, there remain important questions 
as to the boundaries of the scope of 
the information on potential civilian 
damage and injury a commander must 
consider in deciding whether to engage, 
and what sort of technologies collecting 
this information can be properly 
synchronised with staff processes to 
make this information available to a 
commander when needed. It may be 
that computer modelling of proposed 
actions in cyberspace exists, to provide 
a commander with an accurate picture 
of where the effects of these actions 
would ripple into the physical world, so 
that more typical reconnaissance assets 

could be emplaced to assess the ‘pattern 
of life’ at these locations and allow 
the commander to assess accurately 
potential damage to protected persons 
and property. However, if it does exist 
it is likely classified and thus difficult to 
debate in the public domain. 

The International Strategy for 
Cyberspace
The first section of the International 
Strategy, ‘Building Cyberspace Policy’, 
defines the overall US strategic approach 
as being grounded in three principles: 
fundamental freedoms, privacy and 
the free flow of information.21 This 
is in marked contrast to what is seen 
by certain Chinese writers as being 
essential: the maintenance of ‘Internet 
borders’ and the protection of ‘Internet 
sovereignty’.22 This contrast between 
the US view of cyberspace as being 
part of a ‘Global Commons’ and the 
Chinese view, which emphasises 
national sovereignty, is also reflected in 
the two nations’ respective views of the 
oceans and space.23 As to fundamental 
freedoms, the strategy sees ‘the ability 
to seek, receive and impart information 
and ideas through any medium’ as an 
internationally recognised civil liberty. 
‘Privacy’ is defined in terms of a balance 
between individuals’ expectations as to 
how their personal data would be used 
fairly and protected, and the concurrent 
prevention of criminal activity against 
personal information through regulated 
law enforcement actions. The strategy 
defines the principle of ‘the free flow 
of information’ as the favouring of an 
information exchange environment 
which is ‘a level playing field that 
rewards innovation, entrepreneurship, 
and industriousness, not a venue where 
states arbitrarily disrupt the free flow of 
information to create unfair advantage’. 

In line with these basic principles, 
the second section of the strategy 
describes the end state the US wishes to 
achieve through international action:24 

An open, interoperable, secure, 
and reliable information and 
communications infrastructure that 
supports international trade and 
commerce, strengthens international 
security, and fosters free expression 

and innovation. To achieve that goal, 
we will build and sustain an environment 
in which norms of responsible 
behavior guide states’ actions, sustain 
partnerships, and support the rule of 
law in cyberspace.

This is important to the US because 
it believes a gap has grown between 
‘governments seeking to exercise 
traditional national power through 
cyberspace’ and ‘clearly agreed-upon 
norms for acceptable state behavior 
in cyberspace’. In addressing this 
gap, the US believes that the ‘long-
standing international norms guiding 
state behavior – in times of peace and 
conflict – also apply in cyberspace’, but 
that the ‘unique attributes of networked 
technology require additional work 
to clarify how these norms apply and 
what additional understandings might 
be necessary to supplement them’. The 
US sees the building of consensus to 
identify these norms as requiring neither 
‘a reinvention of customary international 
law’ nor the rendering of ‘existing 
international norms obsolete’.25 

In terms of existing norms, the 
strategy affirms that ‘consistent with 
the United Nations Charter, states have 
an inherent right to self-defense that 
may be triggered by certain aggressive 
acts in cyberspace’. Interestingly, the 
International Strategy also sets out  
what it describes as emerging norms 
essential to the proper use of cyberspace, 
including ‘Cybersecurity Due Diligence’, 
which it defines as the obligation of 
states to protect their ‘information 
infrastructures and secure national 
systems from damage or misuse’.26 
Potentially, the concept of cyber-
security due diligence could provide 
a basis for US forces to reach into a 
neutral state’s cyberspace and conduct 
cyber-operations, active defence or 
otherwise, if the neutral state had not 
been policing its cyberspace sufficiently 
to prevent an attack by third state or even 
non-state actors. Left unanswered in the 
International Strategy are questions as 
to who decides whether a state has been 
sufficiently diligent to remain neutral and 
its cyberspace therefore inviolable, and 
what standards would be used to make 
this decision.

US DoD systems 
are probed over a 
thousand times daily

RUSI 156_6 TEXT.indd   34 07/12/2011   15:03:55

D
ow

nl
oa

de
d 

by
 [

U
S 

A
rm

y 
W

ar
 C

ol
le

ge
] 

at
 0

7:
22

 0
1 

O
ct

ob
er

 2
01

4 



35

Jody Prescott

To attain its end state, the 
strategy also sets out diplomatic, 
development and defence objectives. 
The accomplishment of the defence 
objective is likely to prove the most 
challenging in developing consensus as 
to the applicable legal norms – the use 
of force in cyberspace. In prefacing the 
defence objective, the strategy notes 
that the US ‘will defend its networks, 
whether the threat comes from terrorists, 
cybercriminals, or states and their proxies 
... [using] a range of credible response 
options’. The objective of such defence is 
to, ‘along with other nations, encourage 
responsible behavior and oppose those 
who would seek to disrupt networks 
and systems, dissuading and deterring 
malicious actors, and reserving the right 
to defend these vital national assets as 
necessary and appropriate’. Although 
the dissuasion element of the defence 
objective is phrased in positive terms, 
as it describes the fostering of a robust 
cyber-defence capacity both in the US 
and abroad, the deterrence element 
is described much more plainly. In 
operating pursuant to this element, 
the US states that it ‘will ensure that 
the risks associated with attacking or 
exploiting our networks vastly outweigh 
the potential benefits’. It recognises ‘that 
cyberspace activities can have effects 
extending beyond networks; such events 
may require responses in self-defense’.27

In conclusion, the International 
Strategy notes:28

When warranted, the United States will 
respond to hostile acts in cyberspace 
as we would to any other threat to 
our country ... and we recognize that 
certain hostile acts conducted through 
cyberspace could compel actions under 
the commitments we have with our 
military treaty partners ... We reserve 
the right to use all necessary means 
... as appropriate and consistent with 
applicable international law, in order 
to defend our Nation, our allies, our 
partners, and our interests.

Of course, the actual rules of engagement 
for cyberspace for all state actors that 
have offensive cyber-capabilities are 
likely classified and therefore can only 
be discussed speculatively in the public 

domain. Nevertheless, the use of the 
phrase ‘hostile act’ in the International 
Strategy is probably intentional, and it 
would conceivably allow a more robust 
US response than would be allowed 
under NATO rules of engagement, for 
example, which use the same phrase but 
define it in a more restricted fashion.29 
Further, the US’s position that the use 
of armed force in the physical world is 
a potentially appropriate response to 
a cyber-attack raises the question of 
whether a higher standard of attribution 
would be required for such use, where 
there was not already an ongoing armed 
conflict in the physical world. This could 
lead to looking at action involving both 
cyberspace and the physical world as 
being akin to a game of multidimensional 
chess, but with different rules being 
applied at the same time depending upon 
the level on which the pieces are moving. 

DoD Strategy for Operating in 
Cyberspace
Released two months after the 
International Strategy, the unclassified 
version of the DoD Strategy is perhaps 
most remarkable for what it does not 
say. There is no mention of offensive 
cyber-capabilities, nor is there any 
discussion of the way in which IHL is to 
be implemented in cyber-operations. 
Instead, the strategy sets out five 
complementary strategic initiatives which 
emphasise the importance of creating a 
well-organised, trained and equipped 
cyber-force structure; partnerships with 
civilian governmental agencies, private 
industry, allies and other international 
partners; and developing a national 
wellspring of talent and innovation 
to keep the US military and industry 
competitive in the cyber-arena. Only  
one of the initiatives, ‘Employ new 
defense operating concepts to protect 
DOD networks and systems’, has any 
content that deals with the potential  
use of armed force in cyberspace.30 
Even this initiative, however, is focused 
inward on the DoD systems themselves, 
and it highlights the importance of cyber-
hygiene to minimise opportunities for 
intrusion into the systems, and increased 
oversight and accountability of the 
workforce regarding the use of DoD 
networks and systems.31 

The only aspect of this initiative 
that hints at an effort to increase the 
resilience of DoD networks and systems 
through the use of more forceful 
measures is the employment of ‘active 
cyber defence’ as an operating concept. 
The DoD Strategy defines active cyber-
defence as ‘synchronized, real-time 
capability to discover, detect, analyze 
and mitigate threats and vulnerabilities’. 
Taken alone, this language could seem 
rather innocuous. What it does not 
specify, however, is where an active 
cyber-defence would be looking to 
discover threats, how they are to be 
analysed, and most importantly, the 
range of effects considered ‘mitigating’.32 
Statements attributed to unidentified 
US officials suggest that active cyber-
defence actually includes intrusion and 
potential cyber-action in other states’ 
digital infrastructure.33 Such actions 
could conceivably violate longstanding 
legal and policy norms regarding state 
sovereignty. If in fact the US concept of 
active cyber-defence means that military 
means would be used to seek malicious 
code on servers in other countries, and 
potentially delete it once found, the 
most pertinent question is whether 
this would be sufficient to trigger the 
international legal norms regarding 
the use of armed force. Further, active 
cyber-defence appears to involve a high 
degree of automated cyber-response,34 
which raises issues of whether and 
where a human commander exercises 
appropriate command responsibility for 
these targeting decisions in the decision 
chain. 

The DoD Cyber Policy Report
The mildness of the DoD Strategy was 
even more surprising given statements 
made by Obama administration officials 
in the weeks prior to its release that 
suggested that it would set out a new 
concept of ‘equivalence’ between 
war-like acts in the physical world and 
those that happen in cyberspace.35 In 

There is no mention 
of offensive cyber-
capabilities
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the absence of such discussion, ranking 
members of the US Senate Committee on 
Armed Services immediately reminded 
the secretary of defense that the DoD 
had agreed to provide a report to the 
committee by the end of 2010, addressing 
‘a number of critical questions, including 
the relationship between military 
operations in cyberspace and kinetic 
operations; ... the rules of engagement 
for commanders; the definition of 
what would constitute an act of war in 
cyberspace; and what constitutes the 
use of force for the purpose of complying 
with the War Powers Act’.36 Accompanied 
by a classified annex, the unclassified 
report was delivered to Congress on 
14 November 2011. The DoD Cyber 
Policy Report itself dodged most of the 
specific questions that the DoD had been  
asked to address, but certain details  
hint at an outline of the approach  
that the US might be taking regarding the 
use of force in cyberspace and the role 
of IHL. 

First, the report focuses on hostile 
intent, in the form of either actual or 
implied threats, and hostile acts in 
cyberspace as the basis for a military 
response. This conduct-based approach 
to the use of force would probably not 
be the preferred method for establishing 
‘positive identification’ as compared to 
actual attribution; however, the potential 
significance of this approach is reinforced 
by the report’s disclosure that the US is 
working to resolve attribution problems 
in part through the use of ‘behavior-
based algorithms’. 

Second, the report states that hostile 
acts must be ‘significant’,37 suggesting 
that the DoD has perhaps defined or 
illustrated in the classified annex, through 
the use of examples, the threshold point 
past which cyber-annoyance could 
be considered a cyber-attack. Third, 
although the report acknowledges 
the importance of applying IHL when 
using offensive force in cyberspace, it 
states that ‘other policy principles and 
legal regimes that [the DoD] follows for 
kinetic capabilities’ are also applicable.38 
Presumably, these other ‘policy principles 
and legal regimes’ include US domestic 
law, executive orders and perhaps even 
military regulations such as rules of 
engagement. Further, the report notes 

that because of ‘cyberspace’s unique 
aspects’, the role of IHL might ‘require 
clarification in certain areas’. 

Finally, in two very important areas 
where the DoD plainly sidestepped 
the questions posed by Congress – 
rules of engagement and sovereignty 
– the report instead provides lists of 
non-prioritised considerations that 
would be applied in deciding whether 
to respond to unfriendly cyber actions 
with force. In the case of the former, the 
considerations listed include the speed 
at which events occur in cyberspace and 
the need to protect the communications 
backbone of continuous, worldwide 
military operations, suggesting that  
US rules of engagement will likely allow 
a significant degree of latitude in forceful 
responses. Similarly, the report lists some 
very functional considerations pertinent 
to whether a third country’s sovereignty 
might be infringed by a US cyber action, 
especially where that country has failed 
to exercise sufficient cyber-security due 
diligence. This suggests that the US 
does not believe that ‘sovereignty’ as 
it is understood in the physical world 
necessarily translates completely in 
cyberspace.39

Transmission in the Clear
Given the understatement and 
circumlocution of the DoD Cyber 
Strategy and the DoD Cyber Policy 
Report, the best source from which 
to glean indications of the directions 
in which the DoD might be moving on 
these issues are the remarks made by 
Deputy Secretary of Defense William J 
Lynn at the National Defense University 
on 14 July 2011, announcing the launch 
of the DoD Strategy. Deputy Secretary 
Lynn first highlighted the broadness of 
the threat spectrum, ranging from state 
actors possessing sophisticated cyber-
capabilities at one end to opportunistic 
criminal actors and ‘rogue states’ at 
the other. Whilst deterrence might be 

effective in preventing major state actors 
from engaging in destructive cyber-
measures against the US, terrorists 
and rogue states with ‘few to no assets 
to hold at risk’ were not likely to be 
dissuaded by the same measures. The 
DoD assessed the current situation in 
cyberspace as a temporary imbalance 
in capability and intent. Those with the 
capability were developing even ‘more 
destructive tools’, but were unlikely to 
use them in the near future. Those with 
the greatest intent to inflict harm were 
currently without such means, but would 
eventually acquire them. 

In the future, Deputy Secretary Lynn 
stated, ‘we are likely to see destructive 
or disruptive cyber-attacks that could 
have an impact analogous to physical 
hostilities’, however, ‘the vast majority 
of malicious cyber activity today does 
not cross this threshold’.40 The use of 
‘analogous’ to describe the relationship 
between physical world war-like acts and 
serious unfriendly acts in cyberspace is 
interesting. Prior media accounts had 
reported that a doctrine of ‘equivalence’ 
would be set forth in the strategy to 
describe this relationship.41 Distinguishing 
the meanings of words too finely can be 
misleading, but ‘equivalent’ suggests a 
more direct relationship than ‘analogous’. 
This perhaps suggests that the US 
does not intend to directly import IHL 
applications and understandings into 
its legal and policy bases for action in 
cyberspace. Further, if the US is taking 
the position that activity analogous to 
armed conflict is already occurring in 
cyberspace, then identity and actual 
intent might not matter so long as it can 
be determined with reasonable certainty 
that the actor appears to be committing 
a hostile act or displaying hostile 
intent,42 as defined under US Standing 
Rules of Engagement.43 Attribution as a 
prerequisite for responding with armed 
force in national self-defence has a higher 
threshold than if a nation’s armed forces 
were acting in self-defence in a situation 
of already ongoing conflict, at least under 
US domestic authorities governing the 
use of force. Attribution would still be 
important in these circumstances if a 
proposed course of action were to attack 
assets of a state actor that were not 
related to the intrusion. 

The current situation  
is a temporary 
imbalance in capability 
and intent
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As to cyber-conflict itself, Deputy 
Secretary Lynn noted that public 
discussion had raised the spectre of the 
militarisation of cyberspace resulting 
from the military’s attempts to defend a 
domain that ‘was overwhelmingly used 
by civilians and for peaceful purposes’. In 
response, he pointed out that although 
the US reserved ‘the right, under the 
laws of armed conflict, to respond to 
serious cyber-attacks with a proportional 
and justified military response at the 
time and place’ of its choosing, the 
majority of the DoD Strategy was 
instead focused upon defensive and 
confidence-building measures, to be 
achieved through partnerships with 
civilian government agencies, industry 
and international allies.44 Deputy 
Secretary Lynn’s description of active 
cyber-defence, however, suggests that 
the language in the DoD Strategy might 
not be as defensive as it seems. Active 
cyber-defence in the DoD Strategy is the 
use of ‘sensors, software, and signatures 
to detect and stop malicious code before 
it affects our operations’. This implies 
a lower threshold for active cyber-
defensive action, which in turn suggests 
the possibility of reaching out beyond the 
DoD networks to conduct such actions 
effectively. Conversely, Deputy Secretary 
Lynn’s phrasing, ‘impact analogous to 
physical hostilities’, suggests a threshold 
for military offensive response higher 
than just the use of military means by an 
intruder to gain access to US networks 
and systems. These two thresholds 
potentially delimit an area in which 
cyber-snooping to hunt for malicious 
code in another state actor’s networks 
and systems, for example, is not seen 
as an act analogous to war. Conceivably 
though, the action of ‘mitigating’ 
malicious code once it is found might be 
perceived quite differently by the state 
whose digital infrastructure experiences 
virtual cleansing.  

Defense Department Cyber-
efforts
A week after the release of the DoD 
Strategy, the US GAO released the 
unclassified version of its report to 
Congress on the DoD’s efforts in 
the cyberspace area. The GAO is 
a Congressional office tasked with 

providing Congress with findings and 
recommendations on specific areas of 
study. The Cyber Efforts report received 
little fanfare in the media, and portions of 
it are already dated, but a brief review of 
the GAO’s findings and recommendations 
provides useful information regarding the 
internal context within which the DoD has 
been formulating its policies. The Cyber 
Efforts report begins by describing the 
physical size of the problem of protecting 
DoD digital infrastructure – ‘7 million 
computer devices, linked on over 10,000 
networks with innumerable satellite 
gateways and commercial circuits’. 
The GAO found that this protection 
task was complicated by a number of 
significant factors, including the high 
degree of decentralisation of the efforts 
to address cyber-security threats among 
the ‘Office of the Secretary of Defense, 
the Joint Staff, functional and geographic 
combatant commands, military services, 
and military agencies’. This problem was 
further compounded by a lack of clarity 
in the ‘authorities and responsibilities for 
implementing cyber-operations among 
combatant commands and military 
services’. Another area of concern 
identified in the report was the lack of 
cohesive and accurate doctrine discussing 
cyberspace operations. For example, 
even though at least sixteen DoD joint 
publications addressed ‘cyberspace 
related topics’, none were assessed 
as adequate. Finally, the report found 
that although the DoD had ‘identified 
some cyberspace capability gaps, ... it 
[had] not completed a comprehensive, 
department-wide assessment of needed 
resources, capability gaps, and an 
implementation plan for addressing any 
gaps’.45

The Cyber Efforts report noted that 
the DoD had agreed with its findings and 
recommendations, and had launched a 
number of initiatives to address these 
problems, including the establishment 
of US Cyber Command to oversee the 
DoD cyber-effort. US Cyber Command 
is co-located with the National Security 
Agency at Fort Meade, Maryland, and 
General Keith Alexander is in charge 
of both DoD organisations. The report 
concluded, however, that it was too early 
to tell whether these changes would be 
effective.46 Realistically, given the scope 

of the DoD’s task to organise itself, 
establish effective command and control 
of its cyber-operations, write and validate 
operating polices and doctrine, recruit 
and retain cyber-personnel, and acquire 
equipment, whilst being continuously 
engaged against numerous potentially 
hostile actors seeking to get inside its 
systems, uneven progress in DoD cyber-
efforts should not be surprising. Against 
this backdrop, the lack of substance in 
the unclassified DoD positions on the 
applicability and implementation of IHL 
might be both necessary and adequate at 
this point in time. From one perspective, 
uncertainty as to what constitutes a 
red-line threshold for what the US would 
consider to be acts analogous to war 
might cause major state actors to factor 
this uncertainty into their risk calculations 
so that they act less boldly than they 
might have. Conversely, even though 
risk may not be as important a factor for 
rogue states and terrorists, uncertainty 
as to the potential US responses might 
complicate their planning, and lessen 
the audacity of any potential attack. The 
overall effect achieved in cyberspace 
is then perhaps a reduction of serious 
attacks, which helps accomplish the 
overall US strategic goal of a peaceful 
cyberspace, even if it has not yet exactly 
figured out how to implement IHL in 
this context. As Deputy Secretary Lynn 
acknowledged in his remarks upon the 
release of the DoD Strategy, however, 
the current situation in cyberspace is 
unlikely to be sustained forever. The 
entire international community has a 
huge stake in making sure the legal and 
policy issues regarding the use of force 
in cyberspace are well understood, 
and in keeping with accepted norms of 
international behaviour. 

A Way Forward?
Even with the shortfalls in recent and 
current US organisation and doctrine 
identified in the Cyber Efforts report, 
there are a number of programmes 
underway which should in a holistic 
and sustainable fashion provide the 
DoD with the capacity and depth of 
experience to better flesh out how IHL 
applies to actions in cyberspace and the 
practical steps necessary to ensure its 
proper implementation. By mid-2012, 
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the DoD expects to have the National 
Cyber Range operational. This project 
is intended to be a virtual firing range, 
and will create a replica Internet within 
which experimental solutions to cyber-
security issues can be tested in fairly 
rapid succession. The DoD also has 
an initiative underway to hasten the 
identification of intruders through the 
automation of malicious code analysis, 
dubbed the ‘Cyber Genome’ project.47 
If successful, this could lessen some of  
the legal and policy problems associated 
with identifying an attacker. Further, 
the DoD plans to include cyberspace 
scenarios and cyber ‘Red Teams’ in 
training exercises, to give units and 
personnel the experience of working 
through situations with degraded cyber-
capabilities.48 Importantly, not all of 
the DoD’s efforts are geared towards 
the direct use of force in cyberspace. 
Under the Defense Industrial Base 
Cyber Pilot programme, companies 
that operate networks for the DoD are 
provided classified threat intelligence 
which allows them to better protect 
their systems. The larger goal of the 
programme is to create a template for 
military-civilian co-operation that could 
be used by the DoD in conjunction with 
other government agencies and areas 

of industry such as transportation and 
energy.49 

Much of the work that will result 
from these projects, however, will likely 
remain classified. Whilst necessary for 
national security reasons, classification 
makes the open and critical discussion of 
IHL’s application to situations involving 
cyberspace much more difficult than 
discussing the law’s application in the 
physical world. Different nations have 
different IHL training programmes for 
their forces, different capabilities, and 
different domestic legal and policy drivers 
that govern the way in which the use of 
armed force is actually applied.50 Further, 
even though they must be consistent with 
IHL, details of the rules of engagement 
are classified. However, there is a wealth 
of experience, study and writing among 
commentators regarding the use of 
force in the physical world that allows 
this discussion to go forward effectively 
without knowing the precise details. 
Finally, the means by which force in the 
geophysical world is employed, both in 
terms of tactics and equipment, are well 
understood by many even if they have 
not been involved in their military use. 
Conversely, the rapid evolution of cyber-
technology and its novel ability to achieve 
effects akin to those generated by the 

use of more traditional forms of armed 
force would likely make it difficult to 
describe the practical application of IHL 
to cyberspace, even if its most important 
aspects were not classified. The public 
is therefore unable to determine, for 
example, whether the DoD’s failure to 
deliver its report to Congress in a timely 
fashion was the reasonable result of 
developing such a far-reaching document, 
or perhaps a signal that the strategy 
development is flawed or that it had been 
difficult to achieve sufficient consensus 
among the stakeholders to go forward 
at this point. Bridging the gap between 
the classified cyber communities and the 
public to foster understanding of which 
legal norms and policies regarding the use 
of force are applicable is crucial to ensure 
transparency and critical assessment of 
this vitally important area to the greatest 
extent possible. ■

Jody Prescott is a Senior Fellow, West 
Point Center for the Rule of Law, and 
former US Army judge advocate whose 
career focused on international law, 
training and education. The opinions 
expressed in this article are his alone, 
and do not reflect those of the Center 
nor the US Military Academy.
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